
Passive-ish Recon 
Techniques

@TomNomNom



Me

Just someone who hunts bugs for fun.

I <3 questions

[ https://twitter.com/tomnomnom ]

[ https://github.com/tomnomnom ]

[ https://hackerone.com/tomnomnom ]

https://twitter.com/tomnomnom
https://github.com/tomnomnom
https://hackerone.com/tomnomnom


Passive… Ish?

Reconnaissance that doesn’t connect to the target.

...Or is mostly indistinguishable from ‘normal’ browsing traffic.



Mostly It’s Asset Identification
➔ What’s the target’s footprint?
➔ Domains?
➔ Subdomains?
➔ IP Ranges?
➔ 3rd Party Accounts?

◆ Source Code Hosting
◆ Continuous (Integration|Deployment) Systems
◆ Bug Trackers

➔ Employees* (:



...But It Can Be Anything

“Knowledge is power”
                                     - Some Wise Dude



Subdomains
➔ Brute force* (recon-ng is good)
➔ https://dnsdumpster.com
➔ https://www.threatcrowd.org
➔ https://www.censys.io
➔ https://www.zoomeye.org
➔ Rapid7 FDNS Logs (https://scans.io/study/sonar.fdns_v2)
➔ Certificate Transparency (https://crt.sh)
➔ Google :)
➔ Bing :o
➔ CSP Headers?

https://dnsdumpster.com
https://www.threatcrowd.org
https://www.censys.io
https://www.zoomeye.org
https://scans.io/study/sonar.fdns_v2
https://crt.sh


CSP Headers



Google Dorking



Google Dorking++



Read The Source, Luke
➔ Open source projects

◆ Don’t forget GitLab et al!

➔ Forked repos
➔ Client-side JavaScript

◆ DOM XSS and its ilk
◆ Endpoints. Endpoints everywhere

➔ grep is your friend :)
◆ passw(d|ord)
◆ api[_-]?key
◆ authorization



Truffle Hunting

[ https://github.com/dxa4481/truffleHog ]

https://github.com/dxa4481/truffleHog


Android Apps

[ https://github.com/skylot/jadx ]

https://github.com/skylot/jadx


Androids Dream Of Basic Auth



Enhance!



Wayback When

[ https://github.com/tomnomnom/waybackurls ]

https://github.com/tomnomnom/waybackurls


Link Shorteners

[ https://archive.org/search.php?query=subject:urlteam ]

https://archive.org/search.php?query=subject:urlteam


The GitHub Goldmine



Dotfiles



Ancient History



Clutching At Straws?



Hacking Breadth First

:(



Testing The Theory

The Mission:

➔ Use only breadth-first techniques
➔ Place in the top thirty



Target Acquisition!



GraphQL



Shut Up, Meg

[ https://github.com/tomnomnom/meg ]

https://github.com/tomnomnom/meg


Use Your Eyes



0.151% /package.json

0.084% /gulpfile.js

0.051% /Gruntfile.js

0.042% /.git/config

0.017% /.travis.yml

0.013% /phpinfo.php

0.004% /.ssh/id_rsa

Stats



/.travis.yml



/.git/config



/.ssh/id_rsa



/ (?!)



grep <3



‘/’ Strikes Again!



Path-Based XSS



CRLF Injection



Open Redirects



CORS Config Errors



The Results Are In



Ideas? Questions?

:)


